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Purpose and Scope

This policy authorizes Bluetooth headsets and hands-free devices for use with the Government provided BlackBerry PDA cell phones. This policy does not authorize any other BlackBerry Bluetooth connections. Use of Bluetooth headsets and hands-free devices is a means to increase the personal safety of its employees, and thus is being authorized for use with the following conditions.

Authority

This policy is issued under the authority of the NOAA CIO Council.

Intended Audience

This policy applies to all NOAA BlackBerry users.

Description

This policy applies to all government issued BlackBerrys and any Bluetooth capable device used with it.  Throughout this policy “Bluetooth devices” refers to this set of devices only.

The following policy statements must be implemented and enforced by the BlackBerry Enterprise Server:
1. All Bluetooth headsets and hands-free devices must be Bluetooth version 2.0 or higher. (Encryption will be enforced and is only supported by version 2.0 or higher devices)

2. All Bluetooth devices must have discoverable mode set to off/no.

3. Transfer of the PDA address book via any Bluetooth device is prohibited.
4. The use of Bluetooth to connect to a PC is prohibited.

5. The use of Bluetooth as a pass-through device for dial-up networking is prohibited.

6. The Bluetooth discoverable mode will be disabled and will require your PDA password to pair with a Bluetooth device.

7. The Bluetooth file transfer option will be disabled.

8. The only Bluetooth device profiles that can be used are: Headset and Hands-Free.

9. The pairing time will be limited to two (2) minutes. If the Bluetooth headset is unable to pair with the Bluetooth device within this time, you will have to re-enter the password.

10. Bluetooth connections must be encrypted and the encryption key length will be set to 128 bits.  

11. To enable Bluetooth support on your BlackBerry device, you will be required to enter the device password.

The following policy statements must be followed by all users:

12. All Bluetooth PINS must be changed from the device defaults, if possible.

13. When pairing the Bluetooth device, do so only in non-public places. (Do not pair devices in the mall, coffee shop, retail store, etc.)

14. Use the Bluetooth and cell phone as appropriate with regard to federal, state, and local law.
15. The use of Bluetooth for the purposes of remotely controlling any other device is prohibited.

16. Connection to personally owned devices is allowed provided the device meets the requirements of this policy.

Waivers:

In the event that compliance with this policy is not possible or practical, offices may apply for a waiver of one or more requirements of this policy. The waiver request must be fully justified and supported by the organization’s Chief Information Officer (CIO). Waivers may apply to a single device or a group of devices. The waiver may be in memorandum format, and must provide the following information: 

1) A brief rationale for non-compliance with this policy; 

2) A brief statement of the adverse impact or risk of implementing this policy on critical business processes, IT resources and/or people; 

3) Identification of any impacts on other NOAA critical business processes, including those of outside agencies and third parties; 

4) For group waivers, include a concise description of the scope of devices included within the waiver request, and 

5) Projected date for compliance. 

The NOAA CIO will make the final approval for all waiver requests.

Roles and Responsibilities

Messaging Operations Center (MOC) – The MOC is responsible for implementing the BlackBerry Enterprise Server (BES) components of this policy as specified in the attachment.

Local Help Desks/IT Support Staff – Local help desks and IT support staff will maintain the current responsibilities for end user support of BlackBerry devices and associated peripherals, including Bluetooth headsets. 

BlackBerry Users – User must abide by the NOAA rules of behavior and all NOAA IT policies, including this policy.

Compliance

Violations of this policy are subject to appropriate discipline in accordance with Department Administration Order 202-751, Discipline, applicable NOAA policies, and associated contract stipulations.

Definitions

Pairing – The process of connecting and establishing a trust relationship between Bluetooth devices.  Bluetooth devices must be paired before they can work together or exchange data.  
Discoverable Mode – The operating mode of a Bluetooth device that allows other devices to “see” it.  Devices that are discoverable can be seen, from the network perspective, by any other Bluetooth device.
Hands-free devices – Devices other than headsets that are used to use the telephone capabilities, i.e. the Bluetooth feature in cars.
Attachments

BlackBerry Enterprise Server Configuration Specifications.
