CRITICAL NUCLEAR WEAPONS DESIGN INFORMATION (CNWDI)

SECURITY BRIEFING
It has been determined that your assignment requires you to have access to Critical Nuclear Weapon Design Information (CNWDI).  Consequently, it is required that you be given the following CNWDI briefing.

DEFINITION:  CNWDI is information classified TOP SECRET RESTRICTED DATA or SECRET RESTRICTED DATA revealing the theory of operation or design of the components of a thermonuclear or implosion-type fission bomb, warhead, demolition munitions or test device.  This information is connected to the US Government Weapons Systems programs, a program in which this agency is involved.  CNWDI does not include information concerning arming, fusing and firing systems; limited life components, and totally contained quantities of fissionable, and high explosive materials by type.  Among these excluded items are the components which personnel, including contract personnel, set, maintain, operate, test, or replace.

ACCESS/RELEASE:  The sensitivity of CNWDI is such that it is in the national interest to assure that access is granted to the absolute minimum number of employees who require it for the accomplishment of assigned responsibilities on the strictest need-to-know basis.  Access to CNWDI may be granted only to persons who have been granted a FINAL TOP SECRET OR SECRET security clearance.

Prior to releasing CNWDI materials to another, the releasing individual must verify the individual has a current CNWDI Access Briefing and NEED-TO-KNOW.  Need-to-know is verified through the Office of Security or the Regional Security Office.

CNWDI will NOT be released to Foreign Governments, Foreign Nationals or Immigrant Aliens.  CNWDI may not be disclosed to visitors or other personnel unless Security has received a proper visit notice which reflects an authorization for access to CNWDI materials.  This restriction applies to Government personnel, as well as contractor employees.  Contact the Regional Security Office to determine whether or not such an authorization is on record.

ACCOUNTABILITY:  All CNWDI materials will be accounted for through the Classified Control Station in accordance with National Security Information Manual and the National Industrial Security Operating Manual.

MARKING:  The following notation is placed on all classified data containing Restricted Data designated CNWDI.  The notation is placed at the bottom of document covers (front and back), cover sheets, title page, first page of the data, and reverse side of the back page.  This notation is always accompanied by and is placed next to the preceding Restricted Data.  For marking slides and other materials refer questions to the Office of Security or Regional Security Office.  CNWDI is an acronym and should not be mistaken for the portion/paragraph-marking symbol which is (N).

FORMERLY RESTRICTED DATA

Unauthorized disclosure subject to administrative and criminal sanctions.  Handle as Restricted Data in foreign dissemination, Section 144b, Atomic Energy Act, 1954.

Classified by:____________________________________

CRITICAL NUCLEAR WEAPON 

DESIGN INFORMATION

DOD DIRECTIVE 5210.2 APPLIES

STORAGE AND LOCK COMBINATIONS: CNWDI material will be stored in approved Security containers in the same manner as other classified material; however, knowledge of the lock combination for these containers will be limited to personnel who possess a current CNWDI Access Briefing and have established a need-to-know.

REPRODUCTION:  CNWDI information WILL NOT be reproduced without prior authorization from the User Agency Contracting Officer or Government representative specified in the contract or DD254 for contractor personnel.

TRANSMISSION:  CNWDI materials will be prepared for transmission in the same manner as other materials with the same level of security classification (i.e. Secret, Confidential).  The CNWDI notation, in addition to the other appropriate security markings, must be stamped in the inner envelope or wrapper for all CNWDI data packaged for transmission.  

DESTRUCTION:  CNWDI material will be destroyed in the same manner as other material with the same classification. 
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My signature below indicates that I have read/been briefed and understand the Department of Commerce, Office of Security CNWDI Briefing.  I am aware that any questions I have concerning the contents of this briefing should be directed to my Regional Security Officer.

PRINT NAME_______________________________________________________

SSN______________________________________________________________

BUREAU/OFFICE____________________________________________________

WORK PHONE ______________________________________________________

                         ________________________________________

                                SIGNATURE               DATE

Collection of this information is authorized by Executive Order 9397, 10450, 12356, U.S.C. 301 and 7531-532; 15 U.S.C. 1501 et seq; AND 44 U.S.C. 3101

Please forward this signed page to the following:

DEPARTMENT OF COMMERCE

OFFICE OF SECURITY

EASTERN REGION

NORFOLK FEDERAL BUILDING

200 GRANBY STREET, ROOM 407

NORFOLK, VA 23510

Fax (757) 441-3422
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